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PRIVACY POLICY

The Canadian Centre for Gender and Sexual Diversity is a national, youth-focused 2SLGBTQ+
non— profit organization that promotes gender and sexual diversity in all forms through
education, advocacy, and research. We work with schools, community partners, caregivers,
volunteers, youth, and students to deliver or Services (as defined below)/

7

committed to protecting your privacy and safeguarding your personal information. The purpose
of this Privacy Policy is to inform you about our privacy practices, including how we collect, use
and disclose your personal information.

The Canadian Centre for Gender and Sexual Diversity (“CCGSD”, “we”, “us” and “our”) is highly

By submitting your personal information to us, or by registering for, or using our programs and
services, you consent to our collection, use and disclosure of your personal information as set
out in this Privacy Policy, which we will revise from time to time. You may withdraw your
consent at any time.

If you need to reach out to us for any questions or concerns regarding this Privacy Policy, do not
hesitate — we are here to help! You can do so by using the following contact details
information:

Attention: Board of Directors
440 Albert St, Suite C304

Albert Street Educational Centre
Ottawa, ON

K1R 5B5

Canada

board@ccgsd— ccdgs.org

This Privacy Policy also covers our use of tracking technologies such as cookies (as defined
hereinafter). For more information about what we mean by “cookies” and what we do with it,
please scroll directly to the relevant section of this Privacy Policy.

This Privacy Policy applies when you use our services or otherwise interact with us, including
when you:

e Navigate and/or use any of our websites at https://ccgsd— ccdgs.org/




e Register to our programs or projects including under our Volunteer and Education
sections of the website;

o Register for our virtual or classroom programs;

e Take the surveys we make available from time to time; and

e Contact us by any means, such as when you inquire about our services through email or
social media.

(collectively, our “Services”)

Our Services may display third-party material or content, including social media handles,
allowing for content sharing and links towards third parties’ websites, content or services. In
some cases, these third parties may process your personal information. This Privacy Policy does
not extend to any such websites, content or services provided by third parties. We do not
assume responsibility for the privacy practices of such third parties, and we encourage you to
review all third-party privacy policies prior to using third-party websites, content or services.

“Personal information” is a legal term, but here’s a simple definition of personal information:
Personal information is any information which can allow us to identify you directly or indirectly,
including any data associated with personal information that would not otherwise be personal
information on its own.

For instance, the colour of your dress is not personal information, however, if you are alone in a
room with this colour on your dress and we are describing people in the room, we will be able
to identify you!

We include “cookies” in our definition of “personal information”. Cookies are small files or
record-keeping devices that websites often store on your device. They are useful for many
reasons, especially since servers have no memory. We include in our definition of cookies other
technologies with similar purposes, such as pixels, tags, web beacons and device identifiers.
Cookies can track you across different websites, and serve different purposes. There are various
types of cookies: (1) essential; (2) functional; (3) marketing and (4) analytics. Some stay
installed only during your session on a website, others are installed for several months or years.
Click here to have more information on the cookies we collect.

We collect personal information, such as:

e Electronic and usage e Challenge data;

data; e Programs and projects subscription, attendance and
¢ |dentification data; feedback data;
e Race; ¢ Social media data;
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e Sex; e Survey answers data;

e Sexual Orientation; ¢ School data;
e Language; e Communications content data;
e Country; e Parents/guardians/caregivers contact data;
e Consent data; e Professional data (if you apply for a job we have
e Credential data; posted)
e Contact and address
data;

e Support data;

You may be given the option to access or register to apply for a job through our website, or
through the use of certain services provided by third parties such as BambooHR and LinkedIn,
or otherwise have the option to authorize a third party to provide personal information such as
your name, phone number, email address, internal reference as well as the content of your
resume and cover letter, or other information, to us. By authorizing us to connect with such
third-party providers, you authorize us to access and store your name, email address(es), and
other information that our provider makes available to us, and to use and disclose it in
accordance with this Privacy Policy. You should check privacy policies and your privacy settings
on each third-party provider, as applicable, to understand what personal information that
provider makes available to us, and make changes as appropriate. Please review each such
third-party provider’s terms of use and privacy policies carefully before using their services and
applying for a job.

We may use your personal information and other information for the following purposes:

e To provide you with the program or services to support your participation in our
programs and projects;

e Toimprove and optimize your participation in our programs and projects and to develop
new products and services you might like;

e To personalize your experience participating in our programs and projects;

e To provide participant or customer support which is a service we may provide to you
when you participate in our programs and projects;

e To contact you relating to your participation in our programs and projects;

e To conduct research and analysis related to our business and our programs and
projects;

o Ifyou follow us or interact with us on social media, we may process your personal
information for marketing or advertising purposes, subject to applicable laws, including
those on consent;

e To collect participant feedback, opinions and comments in regard to your participation
in our programs and projects;
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e To communicate with you, including for program and project updates and notifications,
new services, and promotional offers that we think might be of interest to you when
you agree and consent to receiving this information from us; and

e Toinvestigate legal claims, comply with our legal obligations or defend our legal rights.

We may use your personal information for other purposes for which we have obtained your
consent, and for such other purposes as may be permitted or required by applicable law.

What Cookies Do We Collect and Why?

We use cookies for our Services to function as intended, to conduct marketing, to provide
functionalities on our website, to analyze our performance and to improve our Services’
security. Cookies are also useful to identify bugs and errors. We use both first-party and third-
party cookies installed by partners on our website.

There are different types of cookies. We use both first-party and third-party cookies:

Type of Description
cookie

First party cookies are those that are issued by us, and they can only be set or
First Party | retrieved by us. They are used for purposes specific to us, such as to personalize

the website.
Third- Third-party cookies are placed on our website by other entities, such as to create
Party new functionalities or conduct advertising.

Cookies can also be categorized based on their roles. We collect cookies that classify in each of
these categories:

Type.of Description
cookie
Essential cookies are necessary to operate the core functions of our Services.
Essential These include login cookies, session ID cookies, language cookies as well as
security cookies.

Functional cookies are used to provide you with some functionalities and to
remember preferences, consents and configurations.

Analytics cookies are used to generate aggregated statistical data about the
traffic and behaviour of users when using our Services. For instance, we can
Analytics determine how much time users spend on a page, and how successful our
advertisements are. For instance, the cookie named _ga is used by Google
Analytics to gather data about your behaviour on our Services.

Marketing cookies are used to deliver relevant advertisements which requires
Marketing | tracking and analyzing users’ behaviour across websites. Cookies help us to do
so through our partners. For instance, _fbp and fr are cookies installed by

Functional
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Facebook to deliver targeted advertising, and bcookie is a Cookie installed by
LinkedlIn to track users for advertising purposes on our Services.

Yes, we do. We use Google Analytics as part of analytics cookies on our websites. Google
Analytics is Google’s analytical tool that helps us to understand how users engage with our
website. The information we collect through Google Analytics is page views, time spent on our
pages, number of visitors, the source where they come from, the pages they have visited,
session and website usage, the whole in an anonymous form. It uses a set of cookies to collect
such information and report site usage statistics without allowing us to identify individual
visitors.

Yes. We use targeting cookies as part of our marketing strategy. This is called interest-based
advertising, which is also referred to as targeted advertising or behavioural advertising. Re-
targeting means that the ads that you are being served are personalized based on your
behaviour when browsing online. This is enabled through cookies and requires the processing
of electronic data that is considered personal information under certain laws.

If you are not comfortable with this, you can opt out of interest-based advertising by managing
your cookies and other tracking technologies. Scroll to the section of the Privacy Policy that
explains to you how to do this. You can also use WebChoices, which is a browser-based tool for
opting out of interest-based advertising. AdChoices provides additional solutions and
explanations to control block and control cookies, as well as plug-ins to retain opt-out cookie
preferences, even if you delete your cookies.

We may share your personal information to third-party service providers to perform our
Services on our behalf, which include hosting and IT service providers, communication,
marketing, and social media providers, fundraising service providers and recruitment service
providers. Please find below a list of third-party service providers we are using.

We may transfer your personal information to a third party in the event of any reorganization,
merger, sale, joint venture, assignment, transfer or other disposition of all or any portion of our
business, brands, affiliates, subsidiaries or other assets.

We may also disclose your information when we believe such use or disclosure is permitted,
necessary or appropriate to meet our obligations to you as a service provider or to defend our
legal rights.

Please find below a list of such third-party service providers (with links to their data/privacy
policies):
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Word Press — Privacy Policy

Google Drive — Privacy Policy
Google Meet — Privacy Policy

Zoom — Privacy Policy

Pear Deck — Privacy Policy
Constant Contact — Privacy Policy
Discord — Privacy Policy
Eventbrite — Privacy Policy
Facebook — Privacy Policy
Google — Privacy Policy
Hootsuite — Privacy Policy
Instagram — Privacy Policy
LinkedIn — Privacy Policy
Mentimeter — Privacy Policy
Miro — Privacy Policy
SurveyMonkey — Privacy Policy
TikTok — Privacy Policy
Twitter — Privacy Policy
TweetDeck — Privacy Policy
Benevity - Privacy Policy
Canadahelps.org - Privacy Policy

Hosting and IT
providers

Communication, marketing and social media providers

Fundraisin
! 15Ing Foundations Search - Privacy Policy
iWave - Privacy Policy
Recruitment BambooHR - Privacy Policy

If we provide your information to third-party service providers, we will take reasonable
measures to ensure that the rules set forth in this Privacy Policy are complied with and these
third parties provide sufficient guarantees to implement appropriate security measures. We do
not authorize the service providers to disclose your personal information to unauthorized
parties or to use your personal information for their direct marketing purposes. If you would
like more information about our service providers, please contact us using the contact
information in the “Contact Us” section above.

If we otherwise intend to disclose your personal information to a third party, we will identify
that third party and the purpose for the disclosure, and obtain your consent if needed.

We may use and disclose your personal information when we believe such use or disclosure is
permitted, necessary or appropriate to meet our obligations to you as a service provider or to
defend our rights:

e Under applicable law, including laws outside your country of residence;
e To comply with legal process;
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e Torespond to requests from public and government authorities, including public and
government authorities outside your country of residence;

e To enforce the terms of our agreements;

e To protect our operations or those of any of our affiliates or subsidiaries;

e To protect our rights, privacy, safety or property, and/or those of our affiliates, you or
others; and

e Toallow us to pursue available remedies or limit the damages that we may sustain.

We collect, use and disclose your personal information with your consent or as permitted or
required by applicable law.

How we obtain your consent (i.e. the form we use) will depend on the circumstances and types
of personal information we collect, as well as its sensitivity. Subject to the laws that apply in
different countries, your consent may be expressed or implied, depending on the circumstances
and the sensitivity of the personal information in question. If you choose to provide personal
information to us, we understand that you consent to the collection, use and disclosure of your
personal information as outlined in this Privacy Policy.

We will seek your consent at the time your personal information is collected. Where we want
to use your personal information for a purpose not previously identified to you at the time of
collection, we will seek your consent prior to our use of such information for this new purpose.
You may withdraw your consent to our collection, use or disclosure of your personal
information at any time by contacting us using the contact information in the “Contact Us”
section above. If consent is withdrawn, you may lose access to the programs or projects we
offer.

However, before we implement the withdrawal of consent, we may require appropriate proof
of your identity. In some cases, withdrawal of your consent may mean that we will no longer be
able to provide services, projects or programs to you.

If you provide personal information about another individual to us, it is your responsibility to
obtain the consent of that individual to enable us to collect, use and disclose his or her
information as described in this Privacy Policy.

We will use or retain your personal information only for as long as necessary to fulfil the
purposes for which that personal information was collected and as permitted or required by
applicable law.
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We have implemented appropriate physical, organizational, contractual and technological
security measures with a view to protecting your personal information from loss or theft,
unauthorized access, disclosure, copying, use or modification. We have taken steps to ensure
that the only personnel who are granted access to your personal information are those with a
business ‘need-to-know’ or whose duties reasonably require such access.

Despite the measure outlined above, no method of information transmission or information
storage is 100% secure or error-free, so we unfortunately cannot guarantee absolute security.
If you have reason to believe that your interaction with us is no longer secure (for example, if
you feel that the security of any information that you provided to us has been compromised),
please contact us immediately using the contact information in the “Contact Us” section above.
If we learn of a security breach involving your personal information, we will inform you and the
relevant authorities of the occurrence of the breach, if required under applicable law.

If you no longer want to receive emails from us, you may opt-out of receiving emails by clicking
the “unsubscribe” link at the bottom of any email you receive from us. You may also opt-out by
contacting us directly using the contact information in the “Contact Us” section above.

We will endeavour to respond to your opt-out request promptly, but we ask that you please
allow us a reasonable time to process your request.

Do you Have any Rights Regarding your Personal Information?
Under certain circumstances and in accordance with applicable laws, you have the following
rights:

o Access: entitled to ask if we are processing information and, if we are, request access to
personal information. This enables the individual to receive a copy of the personal
information we hold and certain other information about him or her;

o Correction: entitled to request that any incomplete or inaccurate personal information
we hold be corrected;

e Consent: where we are processing personal information with consent, withdrawal of
consent.

You also have a right to make a complaint with a data protection supervisory authority, in
particular in the country/province/state where you normally reside, where we are based or
where an alleged infringement of data protection law has taken place.

To exercise any of these rights, please contact us as set forth in the “Contact Us” section above.
Please note that we may require that you provide appropriate identification to fulfil your
request. Any such identifying information will be used only for this purpose.
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If you are still not satisfied, you can lodge a complaint to the Office of the Privacy Commissioner
of Canada using this online form, or to your local privacy regulators if you are outside of
Canada.

If you are located in Canada, you can also contact the Office of the Privacy Commissioner of
Canada’s Information Center:

Telephone
9:00 am to 4:00 pm EST

Toll-free: 1-800-282-1376

Mailing address

Office of the Privacy Commissioner
30 Victoria Street

Gatineau, Québec

K1A 1H3

Your personal information will principally be hosted in Canada and United States.

However, it may be stored and processed in any country where we have facilities or in which
we engage third-party service providers. As a result, your personal information may be
transferred to countries outside your country of residence, which may have different data
protection rules than in your country. While such personal information is outside of your
country, it is subject to the laws of the country in which it is located, and may be subject to
disclosure to the governments, courts or law enforcement or regulatory agencies of such other
country, pursuant to the laws of such country. However, our practices regarding your personal
information will at all times continue to be governed by this Privacy Policy.

Our programs and projects are used by people of all ages. We do not knowingly collect personal
information from children under the age of 12. If you are under the age of 12, you should not
provide us with your personal information. If you are a parent or guardian or caregiver or
teacher and discover that a child under your care and supervision who is under the age of 12
has provided personal information, then you may alert us as set forth in the “Contact Us”
section above and request that we delete that child’s personal information from our systems.
We ask that all adults and parents overseeing the care of children take the necessary
precautions to ensure that their children are instructed to never give out personal information
when online.
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This Privacy Policy is current as of the “updated” date which appears at the bottom of this page.
We may modify this Privacy Policy from time to time. When changes are made to this Privacy
Policy they will become immediately effective when published in a revised Privacy Policy unless
otherwise noted. We may communicate the changes through our Services or by other means.
By submitting your personal information to us, by registering for or participating in our
programs, or by voluntarily interacting with us after we publish or communicate a notice about
the changes to this Privacy Policy, you consent to our collecting, using and disclosing your
personal information as set out in the revised Privacy Policy.
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